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SENSS (IMPLEMENTING CISCO EDGE NETWORK SECURITY
SOLUTIONS)

Objetivo

Depois de concluir este curso, os alunos serAfo capazes de: a[J¢ Compreender panorama atual das ameaA§as A
seguranAS§a de rede; a[J¢ Compreender e implantar soluA§Apes da arquitetura modular em seguranA§a da Cisco
a[0SecureXa[] e a[TrustSeca[]; a[J¢ Compreender e implantar as melhores prAiticas em seguranA§a nos planos
de gerA2ncia e controle da arquitetura Cisco (Management Plane e Control Plane); 4[J¢ Compreender e implantar
as melhores prAiticas em seguranA8a no plano de dados (Data Plane) nos mecanismos em camada 2 e 3; a[J¢
Implantar e prestar suporte nas configuraA§Apes de NAT do Cisco ASA Firewall e do roteador Cisco; a[J¢ Projetar e
implantar soluA§Apes de seguranA§a da arquitetura a[J[JCisco Threat Defensea[J] no Cisco Asa Firewall; a[J¢
Implantar e prestar suporte em configuraAsAfo de inspeA§Afo protocolar no ASA &[J¢ Firewall (AIC Application
Inspection Control); a[¢ Implantar a soluA§Afo Cisco Botnet no Cisco ASA Firewall; 4[J¢ Implantar e configurar
soluA§Apes em firewall baseada na arquitetura em zonas de rede (ZBFW Zone Based Firewall); a[J¢ UtilizaA§Afo
das ferramentas em inspeA8A£o protocolar (AIC Application Inspection Control) nos roteadores Cisco.

PA2blico Alvo

0 pA2blico principal deste curso sAfo os responsAiveis em projetar, implantar e prestar assistA2ncia e suporte em
seguranAsa.

PrA©-Requisitos

Para aproveitar ao mAiximo este curso, A© recomendAivel que os alunos possuam as seguintes habilidades e
conhecimentos: a[j¢ Ter participado no curso ICND1 ou possuir conhecimentos equivalentes em conceitos
bAisicos de rede; a[]¢ Ter participado no curso IINS (CCNA Security) ou possuir conhecimentos em conceitos
bAisicos de seguranA§a abrangidos pelo curso; a[J¢ Conhecimento do sistema operacional Microsoft Windows

Carga HorAiria

40 horas (5 dias).

ConteA2do ProgramAitico

Secure Design Principles

Network Security Zoning

Network Security Zones Implementation Model
Cisco Modular Network Architecture Designs
Cisco SecureX Architecture and Components
Cisco TrustSec Architecture and Components
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Network Infrastructure Protection Deployment
Introducing Cisco Network Infrastructure Protection
Overview of Cisco Network Infrastructure Protection
Identify Network Device Planes

Control Plane Security Controls

Management Plane Security Control

Network Telemetry (NTP, Logging and Netflow)

Layer 2 Data Plane Security Controls

Layer 3 Data Plane Security Controls

Deploying Cisco IOS/ASA Control Plane Security Controls
Deploying Cisco IOS/ASA Management Plane Security Control
Configure Cisco IOS/ASA Management Access AAA

Deploying Cisco 10S Layer 2 Data Plane Security Controls
Configure PVLANSs (Private Vlans)

DHCP Control and Configure DHCP Snooping

ARP Control and Configure DAI (Dynamic ARP Inspection)

Storm Control Overview

MACSec Encryption

Deploying Cisco Layer 3 Data Plane Security Controls
Infrastructure Antispoofing
Configure IP Source Guard

NAT Deployment on Cisco 10S Software and Cisco ASA
Overview of Network Address Translation

Cisco Modular Network Architecture and Network Address Translation
Inside and Outside NAT

Static and Dynamic NAT

NAT and PAT

Policy-based NAT

NAT and Cisco Products and Features

Configure ASA Network Object NAT

Configure ASA Manual NAT

Threat Controls Deployment on Cisco ASA

Overview of Firewall Threat Controls

Cisco Modular Network Architecture and Firewall Threat Controls
Firewall Filtering Layers and Technologies

Combining Firewall Filtering Technologies

Firewall Threat Controls and Cisco Products and Features

Deploying Basic Cisco ASA Access Policies
Connection Table

Local Host Table

Interface ACLs

Global ACLs

Object Groups
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Troubleshoot ACLs

Deploying Advanced Cisco ASA Access Policies
Advanced Cisco ASA Access Policies Overview

Cisco MPF (Modular Policy Framework) Overview
OSl Layer 3 and 4 Policies Overview

Support for Dynamic Protocols

HTTP Inspector Overview

FTP Inspector Overview

Evaluate Application Inspection of Other Protocols

Deploying Reputation-Based Cisco ASA Access Policies
Overview of the Cisco Botnet Traffic Filter
Configure the Cisco Botnet Traffic Filter

Deploying Identity-Based Cisco ASA Access Policies
Overview of the Identity Firewall and CDA

Identity Firewall Flow

Integrate Cisco CDA with AD and Cisco ASA

_-—-'""-_—
BR Treinamen

Configure Identity-Based Access Rules Deploying Basic Cisco IOS Zone-Based Policy Firewall Access Policies

Configure Zones and Zone Pairs
Configure a Basic OSI Layer 3 and 4 InterZone Access Policy
Configure a Basic OSI Layer 3 and 4 IntraZone Access Policy

Configure Inspection of Control Plane and Management Plane Traffic

Tune Stateful Engine and Connection Settings
Configure Support for NAT
Troubleshoot the Zone-Based Policy Firewall

Deploying Advanced Cisco 10S Zone-Based Policy Firewall Access Policies

Overview of Advanced Access Policies

Overview of Application-Layer Access Policies

HTTP Inspector

Inspection of Instant Messaging

Inspection of Peer-to-Peer Protocols

Additional Application Inspection

URL Filtering Methods in Cisco I0S Zone-Based Policy Firewall
Configure Local List-Based URL Filtering

Labs Outline

Lab 1: Configure Control and Management Plane Security Controls

Lab 2: Configure Traffic Telemetry Methods

Lab 3: Configure Layer 2 Data Plane Security Controls
Lab 4: Configure Layer 3 Data Plane Security Controls
Lab 5: Configure Cisco ASA NAT

Lab 6: Configure Cisco IOS Software NAT

Lab 7: Configure Basic Cisco ASA Access Policies

Lab 8: Configure Advanced Cisco ASA Access Policies
Lab 9: Configure Cisco ASA Botnet Traffic Filte
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Lab 10: Configure Cisco ASA Identity Firewall
Lab 11: Configure Basic Cisco |0S Zone-Based Policy Firewall Access Policies
Lab 12: Configure Advanced Cisco I0S Zone-Based Policy Firewall Access Policies
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